KB Enterprises LLC

1315 Massachusetts Avenue SE
Washington, D.C. 20003 USA
(202) 302-0145

Karen Wrege
kwrege@KBspectrum.com
Brett Tarnutzer
btarnutzer@KBspectrum.com

March 15,2010

VIA ELECTRONIC DELIVERY

Marlene H. Dortch, Secretary

Federal Communications Commission
445 12th Street, SW

Room TWA325

Washington, DC 20554

RE: Note of Ex Parte Presentation
ET Docket No. 04-186 Unlicensed Operation in the TV Broadcast Bands

Dear Ms. Dortch:

On March 12, 2010, Mr. Brett Tarnutzer and Ms. Karen Wrege from KB Enterprises and
Georg Schone and Mr. Peter Riemann from LS telcom met with Mr. Louis Peraertz,
Legal Advisor to Commissioner Mignon Clyburn; Mr. David Goldman, Legal Advisor to
Chairman Julius Genachowski; Mr. Andrew Martin, Chief Information Officer in the
Office of the Managing Director; Mr. Julius Knapp, Mr. Hugh L. Van Tuyl, Mr. Ira
Keltz, Ms. Karen Ansari, Mr. Peter Georgiou, Ms. Geraldine Matise, Mr. Mark Settle,
Mr. Bruce Romano and Mr. Alan Stillwell of the Office of Engineering and Technology.

The parties discussed the KB/LS proposal for developing and operating a TV Bands
database. In the meeting, the group described KB Enterprises’ experience with FCC
licensing systems and LS telcom’s experience with spectrum management systems,
having deployed spectrum management system components with regulators in over 70
countries worldwide. LS telcom further described their spectrum management system
including its security features and how its components would be integrated into a TV
bands database.

The parties also expressed their belief that the interests of a competition and innovation
are best served with the approval of multiple TV bands database providers.

This letter, along with a copy of the presentation and handouts, is filed electronically, in
accordance with Section 1.1206(b) of the Commission’s Rules, 47 C.F.R. § 1.1206(b),
for inclusion in the record in this proceeding. Please refer any questions regarding this
matter to the undersigned.

cc: Mr. Louis Peraertz

Mr. David Goldman
Mr. Andrew Martin

www.kbspectrum.com



Mr. Julius Knapp

Mr. Hugh L. Van Tuyl
Mr. Ira Keltz

Ms. Karen Ansari

Mr. Peter Georgiou
Ms. Geraldine Matise
Mr. Mark Settle

Mr. Bruce Romano
Mr. Alan Stillwell

/s/

Brett Tarnutzer
KB Enterprises LLC
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White Spaces Database
Administrator Proposal

: LS/ telcom

specirum

Leveraging the SPECTRA system to implement the TV Band database.

The SPECTRA system has been adapted to scenarios in a multitude of countries around the
world and also is operating in Region Il of ITU with identical TV scenarios as in the US. The
development and implementation of the LS SPECTRA system demonstrates our technical
competence and business viability, and several of the SPECTRA modules will be used as
the core of the TV band database described in our proposal.

Technical coordination:

The SPECTRA system has programmable and automated coordination scenario wizards
built in. These wizards support any possible US or internationally defined co-ordination
schema, and can be modified in a matter of days. The calculation methods (propagation
models) are already available in the software, making implementation fast and efficient. The
system is flexible for any further modification required by FCC resulting from the use of the
TVBD’s with incumbent services.

System integration:

The SPECTRA system has flexibility from its modularity design. In particular:

* The technical module responsible for the technical co-ordination analysis
(SPECTRAemc) is scalable in order to respond to higher performance demands.

* The process engine is based on ORACLE BPEL allowing for multiple cases running
and being controlled in parallel. In some of our existing spectrum databases there are

several million cases running and being administered in parallel:
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* The Interaction between the Modules works on an extremely fast internal BUS system

and WEB services are used to embed any kind of external modules or services where
required. This technique is used also for the process control via the BPEL engine.

Web Services
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White Spaces Database
! LS /telcom

Administrator Proposal

In order to prevent abuse in filing and ensure that unlicensed low power devices are
accurately represented in the database, the FCC may want to consider requiring any
low power auxiliary device user to first obtain an FCC registration number (FRN)
through CORES before registering with the TV band database. Requiring an FRN
when filing would help to prevent large-scale spamming that could negatively impact

the database accuracy and performance.

Interfacing with other TV-Databases will need to be defined with any other entities
operating databases; KB/LS has already begun discussions with several of the other
applicants. There are several approaches for the interfacing, and KB/LS recommends

the use of WEB services:

Service Service
Registration Information
(WSDV \WSDL )
—p

Exchange
of WEB-Services
(SOAP)

o Services are registered at a service broker

o Communication is fully WEB transparent

o Service Broker, Provider and Consumer can be completely distributed

o Data Exchange happens via XML-based standard format

o No restrictions for technology mix

o Most tasks can be solved fully service oriented

o Tool box of WEB services may be used as basis for user developed
applications (SMS Middleware)
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Administrator Proposal spectrum

System Security

Security plays an important role in our systems, especially in the context of such a fully
automated configuration being web-exposed and therefore a potential target for Hacker and
BOT attacks. Our security plan includes the following steps:

* Transport layer protection as described in the proposal

* Protection of the Database itself by decoupling it from the WEB end via a WEB

service exchange:

WEB Services

4
Antennae / Equipments /

SPECTRAweb Address / Application / Status
Online Application Processing, SPECTRAplus_db
Data Exchange with SPECTRAplus DB Spectrum Management Database
via WEB Services Anplications / Documents / Administrative Licence Data,
 Frequency Portal PP User Registration Technical Licence Data,
Special Clearance Procedures Notification Data,Frequency Plans,
I Tool Interfaces
http:/fwww.

(only data which is requested will be forwarded and only in the expected format, there
is no forwarding of undefined files or embedded scripts)

* Use of WEB services as data exchange seeks to avoid direct file transfer, which can
be a source of trouble in Web exposed systems:

o The registering device is calling a WEB service and may only fill in th data
elements the Web service is requesting. Failing to supply the answers in the
correct type and format will result in immediate rejection of the application.

o Exchange of Delta Updates also via WEB services, again offering only
standardised and formerly agreed formats. Any other attachment will be
blocked.

* Avoidance of Spam by allowing only registered users/devices to access the database.
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Use of a 256 Bit AES code scrambling after the device has initially registered at the

database in order to avoid fake notices.

Possible use of an FCC registration number (FRN) for low power devices registering.

Here we see by the way the biggest risk of misuse and Spam if these devices are not

bound under a strict regime. Without a defined secure authentication of these devices,

a simple Spam emitter could block all White Space databases for operation within the

complete country. We also recommend also an additional procedure with a secure

code provided by the producer of the Low power devices.

Licensee

Regulator

Licensee

Secure self registration process for new applicants:

Start Self Registration !
Data Entry >> Administrative Information ‘
Data Entry >> Finance Department Information l
Submit Application to Regulator l

Submit

Check Registration Request ‘
Enable Licensee Account [

Submit Data to SPECTRAplus Address Library | )

Login SPECTRAweb |

The specific methods of interfacing with databases and TVBD’s will be coordinated with the

other database operators and the hardware suppliers.
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TV Band Database Proposal Presentation
KB Enterprises LLC and LS telcom AG
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spectrum

= Established in 2008 by Karen Wrege and Brett Tarnutzer

= Software and services for spectrum management including market
based mechanisms and unlicensed use

= Spectrum auction platform
=  Members of the Open Spectrum Alliance
= Global spectrum management issues
= Recent spectrum liberalization study for the GSM Association

= Founders designed, built and managed the FCC's Universal Licensing
System and multiple FCC Spectrum Auctions Systems

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010
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' LS telcom - Key Corporate Facts LS /telcom

D
D
spectrum

= Established in 1991 by Dr. Lebherz and Dr. Schone

= Integrated portfolio of software and consulting solutions adressing the
needs and requirements in radiocommunications management

= Customer group includes
Telecom Regulators, Telecom Operators,
System Vendors, System Integrators,
MODs, etc.

= Approximately 140 employees
Worldwide (2009)

= Global market leader in provisioning of frequency management
solutions

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010



LS telcom - Subsidiaries and Support Offices LS /telcom
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@ Ssubsidiaries / Branch Offices
® Major Representatives

Lichtenau '

o

Paris, France I

Ottawa, Canada l

® Budapest, Hungary
'\ Shanghai, China |

-

®
Muscat, Oman I

» Headquarters in Lichtenau / Germany

Rl el Johannesburg, South Africa l

» approx. 140 employees .‘ ®
=2
P = :\
e ///‘: -—§
?¢" ’/’: amE
— e
- — -hﬁ
: -:-—""- TR
Ottawa Shanghai Budapest Johannesburg

German Headqguarters Muscat Paris

KB/LS White Space Presentation — March 2010
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‘ Core Competencies LS /telcom
spectrum

= Consulting services for network
operators and radio frequency
administrations

= Standard software suites supporting
spectrum economy: Frequency
planning, coordination, assignment,
licensing and control.

= Spectrum Management Enterprise
solutions for complex business
process automation

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010



Regulator‘s Tasks and System Requirements LS /telcom

Application & License
Processing

Financial
Management

Secondary
Market

Spectrum
Planning

Regulators® Spectrum
Management
Tasks

Interference
Management

EMC Technical

B Analysis
~ Regional

National
Complaint
Support systems Management
& Services International
Monitoring & .
control Coordination
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Worldwide Experience and References LS /telcom
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' Partnerships and Cooperation LS /telcom
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= Multinational and Global Organizations
» International Telecommunications Union (ITU)

» European Conference of Postal and Telecommunications
Administrations (CEPT)

» European Radiocommunications Office (ERO)

» Inter-American Communications Commission (CITEL)

» Telecommunications Executive Management Institute of
Canada (TEMIC)

» Broadcast Mobile Convergence Forum (bmcoforum)

= Research & Development Institutes
» Institut fur Rundfunktechnik (Germany)
» Communications Research Centre (Canada) C?c
» Various Universities

Institut fiir Rundfunktechnik I IKT

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010
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' Differentiation as TVBD Service Provider LS /telcom

KBE and LS telcom’s qualifications:

= Two decades practical expertise in frequency management
services and software, including the FCC’s ULS and associated
systems (CORES, CDBS, COALS, ITFS, et al.)

= Strong development resources with approx. 100 staff IT and radio
experts

=  Implemented several online portals for web-based public services

= Only company with commercial interfacing solution to radio
monitoring systems in a multi-vendor set-up

= System is prepared for future challenges already.

» Beyond pure geometrical rules: configurable complex coordination
algorithms readily available and practice proven

» In-depth interference analysis: high volume, high speed processing

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010



White Space Determination | LS /telcom

=  White Space databases
Where are which frequencies and which services when in use
Is the frequency open for secondary usage

Is use negotiable?

>
>
>
>

At which costs and restrictions?
Whitespace in Time
04.12.2008 21:41:50 — —

Am

Local
Whitespace

/m

04.12 2008 19:24:58 — P~

Frequency Whitespace

| |
89 600000 MHz 101.900000 MHz

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010



White Space Database Set-Up for TVBD LS @:-om

Inter-DB

Sync
Alien

TV Band Database System Concept

White Space TV Band DB
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2010 by LS telcom AG
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Online Portal Communication Basics

LS /telcom

=  SOA Architecture Web Services
- OAD < LOAD . SEND
[ W E B 'S e er CeS fO I’ SPFE’::"I'“RA SPFErg"l!‘RA SPE'gTRA ‘ ‘
] plan plus plus
internal/external
functionalities 1
; ; - L
. . T
=  Online Functions e
SPECTRAweb  SPECTRAplus G o O irjsf:z’s' ?;27;
. - - .8 cence a,
User Self Registration T U Ot
Tool Interfaces
*  Online Application
Process
 Master data access S Start Self Registraton |
Data Entry >> Administrative Information |
¢ Atta C h m e n tS Data Entry >> Finance Department Information |
Submit Application to Regulator |
Submit
WEB Services
Regulator Check Registration Request |
P Yo
SPECTRAweb Adaress | Appiiastion, Siat Enable Licensee Account \
Sl fess Approation Status SPECTRAplus_db - - 9B
Dalaogm ngewthPrE_CTRAp!:xs . Spe ctrum .Marllage'ment Database Submit Data to SPECTRAplus Address Library | 9
v::‘ﬁ?‘cs;g::? Applications / Documents / A Technical U;ﬁ::clga?:m'
Special Clearance Procedures User Reglstratlon Notification Data, Frequency lslans, Li
Tool Interfaces icensee

b

http:/fwww.

© 2010 LS telcom AG
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Security Issues Matter LS /telcom

SPECTRAplusDB

SPECTRA-WEB Server
DB/App Public DB

WEB Service
SPECTRA-WEB ' applicatio,

Server

Mil/Security DB

Communication solely

via WEB-Services and only

between Server and
DMZ applications

https using

|
|
SSL/TLS
With certificates

SP.plus

Standard User Secure User

© 2010 LS telcom AG KB/LS White Space Presentation — March 2010




Systems Proven In Practice: SPECTRAweb LS /telcom

= Online data transactions with —
SPECTRAplus database New Application %

Yes ¢
No

D.1.1
= Home For availabilities greater than 99.99%, please confirm that the system is duplicated

4 Applications

* Customized data validation functions

- Drafts B.2  Please state the estimated length of your radio path 30

' e
* Online master data access (addresses,  ——

antennas, equipments,...) O Lo g e el

= My Account

- Logout C.2 Please provide the link locations

* New technology for accessibility Logpries ste A site 8
req u i re m e ntS o National Grid Reference National Grid Reference

‘Q-Letters ‘S-ﬁgure Easting ‘S-ﬁgureNarlhlng ‘Z-Letters ‘S-ﬁgureEastmg ‘S-ﬁgure N

[ [ 28 [ 2113 [ [ oo [ 4589

* B atCh p roced u res c Latidude / Longitude Latidude / Longitude

- Direct data transfer to SPECTRAplus —m e
database via WEB services

OFfFcom C.3 Please give the site name and address for each site

 Self registration procedure owoncar —
(eCustomerRegistration) —

Search:
Antenna Reference Number [A/22% Antenna Model Number * Please use the % character as Wildcard.
Technical details Link details Site details System details Declaration
Section A - Technical details
Al Foranew application, please enter your unique Customer Link Reference  |4711 Antenna Reference Number Antenna Model Number Antenna Manufacturer class Gain Direction
A/22/H/97/031/AA VHLP2-220 40.1
Note: This must consist of up to 10 alpha/numeric characters
AI22/H/97/030/88 VHLP1-220 34,9
N A/22/H/94/011/ AN VHP2-220A 40.0
A2 Which frequency band do you prefer? | 13 v
Af22/H/93/004/AA VHP2-220 40.0
A3 If appropriate, please specify the tuning range of the equipment: 22/H/87/003/ AR HP2B-220 40.0
Af22/H/91/021/AR HP4B-220 46.0
Lower [12500 | aiz t
A22/H/87/006/PA L12215HP 46.0
Upper (12550 MHz Af22/H/95/017/FM 2088 KRES 40.0
AI22/H/87/005/PA L0621DHP 40.0
A4 Please state your prefered polarisation | Vertical v ar22/vy32/008/FM 2088 KREP 24.0
1€ € 12335628 > DB DI
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l Redundancy Is A Key For Performance LS /telcom
spectrum

= System Availability p

» Use of Multi-Twisted Server/
Storage Combinations allow for
extremely high MTB and data
availability. With additional
backup the system may be seen
as completely protected.

Storage
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